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1.0 What is MonitorIT?

MonitorIT allows CASS Business Telephones, Inc. the ability to monitor all aspects of a network,
including any hardware that CASS installs. Major aspects of a network that are monitored
include, but are not limited to, entire network outages,T1/T3 failures, voicemail server failures,
site failovers and CLAN failures. Know the status of your equipment 24/7.

2.0 How CASS Monitors Your Network

CASS strictly monitors your network in two ways. First, all alerts are displayed on large display
monitors in real-time within the CASS premises that all technicians have access to. Second, vital
alerts are emailed to CASS technicians in real-time, ensuring that your network is monitored
twenty four hours every day. Figure 1 shows the display of alarms that technicians see on CASS
premises.

MonitorIT CASS

WWW.CASSBTS.COM

Logout Search For Historical Report Select Hostname For Maintenance Search Alarm Text to Baseline View Baselined Records
|Alarm Date|Alarm Time |Alarm H Alarm Text | | |
07/22/2010/04:04:00 PM, HOSTNAME |: >#2,NY,ACT,504365,DIG-IP-ST,n, WRN,WRN,N,07/22:16:07:36,74678,0:1,0x0:0x7f00110d:1092:31004:!# Description | [Connect| Baseline|Maintenance
[07/22/2010(04:01:55 PM| HOSTNAME _|: >#2,NY,ACT,504361,DIG-IP-ST,n,WRN,WRN,N,07/22:16:05:31,74802,0:1,0x0:0x7f001109:1092:31004:!# Description :

07/22/2010(03:28:35 PM| HOSTNAME |ATR|SecurityLogin|cust| |0.0.0.0]00-00-00-00-00-00|Success||.....| Description
|07/22/2010(03:27:28 PM| HOSTNAME |ATR|Securitylogin |cass |cass|192.168.40.252|00-1b-fc-a9-e8-8a|Success| |.....| Description

07/22/2010|03:25:27 PM| HOSTNAME |[TRP|The Voicemail server is now operational Description
[07/22/2010 03:22:26 PM] HOSTNAME |[TRP|The Voicemail server is down Description
07/22/2010(03:22:26 PM| HOSTNAME |TRP|The Voicemail server is down Description

Connect|Baseline|Maintenance

lO7/22/2010 03:22:26 PM| HOSTNAME [TRP|The Voicemail server is now operational Description ConnectMaintenance

107/22/2010(02:27:48 PM| HOSTNAME |border: IPSI A PN 1 connected to ESS: cls 2 Description Connect|Baseline|Maintenance

|07/22/2010 02:27:48 PM| HOSTNAME |border: IPSI A PN 10 connected to ESS: cls 2 Description ConnectMaintenance.
123

Figure 1: Display of Alarms

From the alarm display page, CASS technicians can also take advantage of other features
MonitorIT has to offer, including historical reports of alarms relating to your network. CASS
technicians use this feature to capture alarms from previous events. With this data, patterns
can be detected in network behavior to better explain residual effects and prevent similar
network issues in the future. Figure 2 shows an example of a MonitorIT historical report.



Logout _ @ Back to Main Page \*

Select Hostname:
HOSTNAME ~

Specify Date Range:

Enter Maintenance Object(s):

Start Time / End Time:
12 v 00 v/ AM ~ 11 +/00 vIPM »

1 Don't Want to Filter by Maintenance Object

Submit
Aol:;v'n fr":;‘m Alarm Alarm Text
07/21/2010 (::;11:44 HOSTNAME ;;22;9019022642?“17335:3:;9 : >#2,YY,RES,22A1301,5YS-LINK,n, WRN,WRN,N,07/21:09:15:19,RSL/054,none,0x0:0x15363f00:18432:31005:07
7/21/2010 :11:44 HOSTNAME 1/2223,901902264;?#1739255‘::34':: : >#2,YY,RES,22A1301,5YS-LINK,n, WRN,WRN,N,07/21:09:15:19,RSL/053,none,0x0:0x15353f00:18432:31005:07
107/21/2010 %07:09 HOSTNAME J/l2‘|12;901902214;?~17[2)::“1‘3::;19 : >#2,YY,RES,22A1234,5YS-LINK,n, WRN,WRN,N,07/21:09:10:44,RSCL,none,0x0:0x15003e21:18432:31005:07
o :07:04 HOSTNAME 1;2,|12019 0252410;?”17[2)92:::3::: 1 >#2,YY,RES,22A1301,5YS-LINK,n, WRN,WRN,N,07/21:09:10:39,RSL/047,none,0x0:0x152f3f00:18432:31005:07
07/21/2010i2?:)7:04 HOSTNAME ;;[120190:52:0;?;7;:;:::01“9 : >#2,YY,RES,22A1301,SYS-LINK,n, WRN,WRN,N,07/21:09:10:39,RSL/046,none,0x0:0x152e3f00:18432:31005:07 -

Figure 2: MonitorIT Historical Report

Figure 2 shows that the historical report is filtered by maintenance object, a date range and a
time range. Since large-scale network problems create many alarms, this type of filtering is
essential in determining the cause. CASS technicians also have the option to look at all historical
events for an entire day or at events within a specified time range for a given day. Additionally,
these reports can be easily exported to Microsoft Word format.
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07/21/2010 109:06:49 AM HOSTNAME Jul 21 09:21:29 172.25.134.19  >#2,NY,ACT, 2241234 5¥5-

LINK,n, WRN,WRN,N,07/21:09:10:24,RSCL 13,0x0:0x15003e21:18432:31004: 1#
Jul 21 09:21:29 172.25.134.19 : >#2,NY,ACT, 2241124, 5Y5-

b ket HOSTNAME LINK,0,WRN,WRN,N,07/21:09:10:24,PR1,13,0x0:0x15003417:18432:31004:1%
s STN Jul 21092122 172.25.134.19 : >42,NY,ACT,22A0101,S¥5-

s S HOSTNAME LINK,n,WRN,WRN,N,07/21:09:10:16,EAL 13, 8432:31004:1%

07/21/2010 09:04:44 AM HOSTNAME Jul 21 09:19:24 172.25.134.19 : >#2,YY,RES, 19A1301 5YS-

LINK,n, WRN,WRN,N,07/21:09:08:19,RSL/102,none, 0x0-0x12663100:18432:31005:07/21:09:03:235 1%

> 1021 09:19:24 172.25.134.19 - >82,YV,RES, 19A1301,5Y5-
07/21/2010 j03:04:44 AM HOSTNAME LINK.,WRN, WRN,N,07/21:09:08:19,RSL/101,none, 0x0.0x 09032358 | @

Figure 3: Exported MonitorIT Historical Report




Moreover, the MonitorIT application allows CASS technicians to control which alerts appear in
the MonitorIT display and notify them via email with the baseline feature. By baselining trivial
alarms associated with the network, vital alarms can be easily recognized as quickly as possible.

As mentioned before, CASS technicians will receive a notification of network alerts in addition
to the events appearing on a large display on CASS premises. Figure 4 shows the notification
that CASS techs receive via email when a network event occurs.

| MonitordT MonitorIT Alarm - HOSTNAME Thu 7/22/2010 4:04 PM 2 KB
Figure 4: Network Event Notification Email

The body of the email contains pertinent information concerning the network event, including
the hostname, time that the event occurred, and what type of event occurred.
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Frome Monitor[T [customeralarm-noreply @cassbis.com] Sent: Thu 7/22/2010 4:04 PM
Ta: User
Ce
Subject: MonitorIT Alarm - HOSTNAME

3]

CASS Business Systems - MonitorIT Alarm

Hostname: HOSTNAME
Time: 16:04:00

Allarm:
Jul 22 16:18:42 172.25.134,19 : =22 NY ACT S04365 DIG-IP-ST.n, WRN, WRN,N,07/22:16:07:36,74678,0:1,0x0:0x7£001 10d:1092:31004: 12

Figure 5: Email Body Containing Detailed Event Information

With this vital information in real-time, CASS technicians can now act quickly and efficiently to
restore affected network service.

3.0 Alarms for Customers

CASS offers its MonitorlIT customers the ability to be emailed alerts directly. First, CASS
technicians choose the most critical alerts for your network and register them in MonitorIT
system. Next, the customer provides a CASS representative with the desired email addresses of
company members that wish to receive MonitorIT alerts. After CASS registers an email address,



the customer is notified immediately via email that MonitorIT alerts will be received in the
future.

*(MonitorlT)" HOSTNAME alarms! spam |x

MonitorlT to me show details 3:23 PM (1 hour ago) | #; Reply | ¥

CASS Business Systems - MonitorIT Alarm

HOSTNAME Jul 22 15:31:46 192.168.40.20 Jul 22 15:24:49 192.168.40.20 TRP[The Voicemail server is down
HOSTNAME Jul 22 15:31:46 192.168.40.20 Jul 22 15:24:49 192.168.40.20 TRP[The Voicemail server is now operational

HOSTNAME Jul 22 15:31:46 192.168.40.20 Jul 22 15:24:49 192.168.40.20 TRP[The Voicemail server is down

Figure 6: Example of MonitorIT Alert Sent to Customer

Once per minute the MonitorIT system checks for vital alerts and sends all alerts within the
minute to the customer. This service allows for the customer to be fully aware of any network
outages at anytime, including out of standard business hours.

To learn more about any of the MonitorIT features, please do not hesitate to contact a CASS
representative.
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